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Introduction

Separation Logic

e Proposed by J.C.Reynolds in 2002
e Each formula states some state of memory
e Useful for verifying pointer-programs (like C)

On-going our project

Separation-Logic-Based analyzer for C

Fully automated system

Checking memory errors (buffer-overflow, memory-leak)
One of our main problem:

decision procedure for entailment problem in SL

e QOur current target system : separation logic with arrays



Syntax of SLarrav

Terms t,unm:=x|0|1]|...|t+t]|t—t
Pure expressions
[Mi=t=t|t#t|t<t|ITAII

Spatial expressions

2 i=emp (Empty heap)
t—(t,...,1) (Points-to predicate)
Array(t, m) (Array predicate)
D) (Separating conjunction)

Symbolic Heaps [ITAZ



Heap model

Stores s:Vars > N
Heaps 5 :N\ {0} —, N” (n 1s the number of t — (¢1,...,1,))
Heap model (s, h)

A heap model means a state of memory
For example, assume that

e s(x)=95
e Dom(h) ={100, 101},
e A(100) =(10,20), A(101)=(11,15)

This heap model (s, 7) means the following memory state

100 101

(10.20) | (11,15) The value of xis 5




Semantics of SLarray

s E Il and s, h E X are defined as follows
def

SEt=u — s(t) = s(u)

SE1#u &S s(0) # s(u)

SEf<u ES s < s(u)

s T A TL & sETI and s E I

s,h E emp & Dom(h) = 0

ShEf (i) &S hs(n) = (s(id)) and Dom(h) = { s(t) )

s,hE X 2, & s,hi E2yand s, h, E 2, forsome h = h; + hy
s.hE Armay(t.m) =  Dom(h) = {s@).....s(t +m))

Intuitively, Array(t, m) means there is an array starting from ¢ of length m + 1

ShETAYS & seMandshEs



Entailments and main result

Entailments of SLARRAY:
I A F V(LAY
The above entailment is said to be valid if
s,h =TI AX; implies s,k EIL; A X; for some i

holds for any (s, h)

Our main result
Validity of entailments of SLarRAy is decidable



Approach
Translating entailments into Presburger formulas

Idea: Sorted separating conjunction ®
def
s,h|=21®22 — s,h1|=21 ands,h2|=22

and h = hy + h,
and max Dom(/;) < min Dom(h,)
for some hy, hy

For example,

e Il X)®2H WMFIPH X)®2H (y) isvalid

e Il X)®2H (VF2H (Y)®1 B (x) isinvalid



Idea of translation

Observation1 (—+— case)

At (DO E AL > )@Y
— IIAt<ZIAT EIAt=ANuUu=u NY
where t < X means that 7 is less than the first address of X

B~
e
.




Idea of translation

Observation1 (—+— case)

At @@L E AL > )@Y
— TAt<IAS EINAt=F A=t AY

Example

Il xX)®2H ) F 1 (xX)®&2- (y)
— 1<2A2 Q) El=1Ax=xA2(y)
— 1<2EEIl=1Ax=xAN2=2Ay=Yy
— Fpual<2=A=1Ax=xA2=2Ay=Yy)



Idea of translation

Observation2 (—Array case)
At (W)@ = I AArray(t',m') @ Y/
—
OAm =0At—> (X E IV At=U A > ()Y

and
[IAm >0At> ()X E IVAt=t A > ()®Armay(d +1,m' —1)®@Y’

| | | | J 5 |
~ * -
: p4
t' 7 , t
| | | J | I | )
, ~ — Y
Array(t’,0) 5 Array(t' +1,m'— 1) ¥

Upper case (m’ = 0) Lower case (m’ > 0)



Idea of translation

Observation3 (Array— case)
[IAArray(t,m)®X £ I AL > (W) @Y
=
DAm=0At— Q@ZE I At=Al > W/)®Y
and
MAm>0At— ()®Amayt+1,m—- 1)@ E IWAt=F Al > W)®Y
7, 7 : fresh

t t

| ' | | | ‘ l |
—_— - > - ~ A ~ >
Array(t,0) v Array(t+1,m - 1) »
t ) t'
o { y |
< > ' >
Y Y
zl ZI

Upper case (m = 0) Lower case (m > 0)



Idea of translation

Observation4 (ArrayArray case)
IIAArray(t,m)®X E II' A Array(t',m’) ® X’

—
IIAm=m'"AXE I'At=t NY
and
[IAm<m AZE I At= NArray(t+m+1,m' —m—-1)® Y
and

[IAm>m ANArmay(t+m’ + 1l,m—m’' — 1) @X E ' At=1t' ANY

t

L | | | | |

Y Y
Array(t,m) ¥
r t ) t t+m' +1 )
t l il [ ] [ | l |
- Y Y — Y Y
l I (t,m) z Array(t+m’' +1,m-m'-1) I
- . ,
Y t t+m+1 t )
L Y ) ey ,l
Array(t,m f M M
y( ’ ) Z Array(t'+m+1,m' —m-1) o Array(t’,m") g

1st case (m = m’) 2nd case (m < m’) 3rd case (m > m’)



Idea of translation

Observation4 (ArrayArray case)
IIAArray(t,m)®X E II' A Array(t',m’) ® X’

—
IIAm=m"AXE I'At=t ANY
and
[HAm<m AZE I'At=t NArrayt+m+1,m' - m—-1)® %’
and

[IAm>m ANArray(t+m’ + 1l,m—m' — 1) @X E ' At=1t' ANY

t

Y Y
Array(t,m) )
t ¢ ) t t+m +1 )
| | t t+m+1 T 1 | \
S ~ . = J ————= e
Array(t,m) b l Array(t+m'+1,m-m'—-1) I
t ) Y t )
— — — Y e — |
\ﬂ—A ¢ y r < Y AL ~ -
Array(t,m’) ; Array(t + m+ 1 Mm =m = 1) 2 Array(t’,m") N

1st case (m = m'’) 2nd case (m < m’) 3rd case (m > m’)



Idea of translation

Observation4 (ArrayArray case)
IIAArray(t,m)®X E II' A Array(t',m’) ® X’

—
IIAm=m"AXE I'At=t ANY
and
[HIAm<m AZE I At= NArray(t+m+1,m' —m—-1)® Y
and

[HIAm>m ANArmay(t+m’ + 1, m—m' — 1) @X E ' At=1t' ANY

t t+m' +1

. - >

Y Y
Array(t+m' +1,m-m'—-1) X

| — [ — — t
Y Y Y Y |
ay(t,m) o Array(t,m) b I |
t t' t'+m+1 - - R -
I — ' — [ | | L—‘R—J |
\ﬂ—.)\ / f r
Y
Array(t’,m’) b Array(t'+m+1,m' -m—-1) o ArraY(t ’ m ) z

1stcase (m =m’) 2nd case (m < m’) 3rd case (m > m’)



Translation

Our translation mkPb(IL, X ; {(I1;,X;)};) is defined by using the observations
(mkPb(TT, = ; {(T1;, %,)},) is the result of translation of T A X + \/,(T]; A Z)) )

mkPb(IT,X: S, U {(IT, emp ® =)} U S>)
mkPb(IL,emp®X; §)

mkPb(I1, emp; S, U{II',Z)} US>,)

mkPb(I1, emp ; 0)
mkPb(I1, X ; 0)

mkPb(IL,X; S; U {I',X)} U S,)
mkPb(II,X; S)
M= \/II,
mkPb(II,emp; S, US»)

(X' Is not emp)
=11

—(IT A Sorted(X))
(X Is not emp)

(Sorted(X) means that the addresses in X is sorted)



Translation (cont.)

(—>-case)

mkPb(IL ¢ — () ® Z; {IL, 1, = (i) ® T)})

T mkPb(ITAt <3S {TLAt=F Ail=u,Z)))

(—Array-case)

mkPb(1,r — (W) ®X; S, U{(T, Array(t’,m)®X')} U S»,)

def Am=0,t—~ W)®X;

B mka( StUldl A=, » @)@X)US, )
A

mka( S{U{IT At=¢," > @ @Array +1,m—1)®X)}US,

[Am>0,t— @R)®X; )
(Array—-case)

mkPb(I1, Array(t,m) ® X ; S) (where (IT, 7 = (W) ®@X') € S)

S mkPbIIAm=0,t D) @;S)

A
mkPb(IIAm > 0,1 ()@ Array(t + I,m—1)®X;S) (Z 7 : fresh)



Translation (cont.)

(ArrayArray-case)

mkPb(I1, Array(t,n) ® X ; {(IL;, Array(t;, m;) ® X' )}icr)
def

IIAn=min@,{m}) A Negn=mjANgn<mjANt+n<xX;
AmkPb | {(IT; At = 1;, X)) }ies
= U{(H,-/\tzt,-/\Array(t,-+n+1,m,-—n—1)®2,-)},-¢1
A\
(I Am =min(n, {m}) Am' <n A Nigm =m;ANjgm <m; )
ANt+n <X Armay(t+m’ +1,n—-m' —1)®X;
mkPb
@i/J\QI AL At =8,2)}ies
W, {(Hi/\t: t,-/\Array(t,-+m’ + l,m,-—m’ — 1)®2i)}i¢J )

(Where m’ is myin(s) )

e Thefirstclause: nistheleastoneandJ ={iel|n=m;}
e The secondclause: wm'(#n)istheleastoneandJ={iel|m =m;}



Decidability of entailment problem

Proposition Suppose that T and I; has the form o @ ... ® o,

HAZ E VILAZ & Eppa YXmkPb(IL, Z; {(I1;, Z)}:)



Decidability of entailment problem

Proposition Suppose that T and I; has the form o @ ... ® o,

HAZ E VILAZ & Eppa YXmkPb(IL, Z; {(I1;, Z)}:)

We have the next theorem by applying the following fact:

H/\ %k O'l'IZH,/\ %k 0';
1€l JEJ

/
® Ty

= /\ H/\g)](rp(,-)l: \/ (IT" A

peperm(l) p’eperm(J)

Theorem Entailment problem of SLarrar IS decidable



Implementation

Prototype implementation of our decision procedure

About 4000 lines of code written in OCaml

SMT-solver Z3 (Microsoft Research) is internally called for checking
presburger formula

Quick response for “sorted” entailments

Very slow for “unsorted” entailments  (because of permutation)

Possible Improvement (next task)

Eliminating hopeless conclusions
Il )2 @) F32 @ VIEMW*x2-0) V2 Q) x1-(x)
can be reduced to

Il X)*x2H (y) F 31 > (%) %2 5 ()20



Related work

Brotherston,Gorogiannis and Kanovich (2016,preprint)

Symbolic heap SL with arrays

Decidability of bi-abduction and entailment problems
Only Array-predicate (no points-to predicate)
Single-conclusion entailment

facebook INFER (managed by Peter O’'Hearn)

Best-known static analyzer of pointer-programs based on SL
e Arrays are not supported



Conclusion and Future work

Conclusion

e Symbolic-heap separation logic with array
e Decision procedure of entailment problem
ldea

e Sorted separating conjunction
e Use decidability of Presburger arithmetic

e Implementation

Future work

e Optimization
e Adding existential quantifier
e Biabduction problem
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